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OPENSHIFT TECHNICAL OVERVIEW 
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YOUR CHOICE OF INFRASTRUCTURE 

PHYSICAL VIRTUAL PRIVATE PUBLIC HYBRID 
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OPENSHIFT SDN 
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PROJECT A 
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NETWORK POLICIES TO CONTROL TRAFFIC 

POD 
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PROJECT B 
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Example Policies 
●  Allow all traffic inside the project 
●  Allow traffic from green to gray 
●  Allow traffic to purple on 8080 

✓ 

✓ 

8080 

5432 
✓ 

apiVersion:	extensions/v1beta1	
kind:	NetworkPolicy	
metadata:	
		name:	allow-to-purple-on-8080	
spec:	
		podSelector:	
				matchLabels:	
						color:	purple	
		ingress:	
		-	ports:	
				-	protocol:	tcp	
						port:	8080	
	

✓ 
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ROUTE SPLIT TRAFFIC / AB Testing 
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OUTGOING TRAFFIC - 
CONTROL  SOURCE IP WITH EGRESS ROUTER 
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OPENSHIFT NETWORK PLUGINS 

OPENSHIFT 
KUBERNETES CNI 
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* Flannel is minimally verified and is supported only and exactly as deployed in the OpenShift on OpenStack reference architecture 
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Modernize Data  
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This is an “AND” Story 
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What about  
containers & networking ? 

21 
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    HW Integration 
 
Can not leverage performance and 
security by natively integrating with HW 

Networking In The New Container World 

Physical Network 
Hypervisor Hypervisor 

Physical Network 

Virtual Switching or  
Overlay Network  

C1 Cn 

Guest OS - 
Bridged 

Overlay Network - VXLAN 

Physical Network 

Hypervisor Hypervisor 

Host 1 Host 2 Host 2 Host 1 

VM1 

C1 Cn 

Guest OS - 
Bridged 

VM2 

C1 Cn 

Guest OS - 
Bridged 

Overlay Network - VXLAN 

C1 Cn 

Guest OS - 
Bridged 

      Connectivity 
 
 Network services, e.g. 
 Load balancer, Firewall 

    Performance 
 
Encap over encap over encap 
affects performance 

VM1 VM2 

Bare Metal VM Containers in VM 
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Cisco’s Approach to Containers Networking & Security 
     Scale 
 
 
 
 
 
  Route and Policy 
   Distribution 
 
 
 
 
 
 Shared Resources 
 
 
 
 
 
    Policies for 
Resource Acquisition 
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  Automated 
   Scale-out 

 
 
 
 
 

 Hybrid Cloud 
 
 
 
 
 
 
Consistent Policies 

Layer of Network 
 
 
 
 
 
   Flat Networks 
High Performance 
 
 
 
 
 
    Security 
 
 
 
 
 
  Tenant Isolation 
 Security Policies 

 Application Centric 
 
 
 
 
 
   Integrated with App 
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Telemetry /Diagnostics 
 
 
 
 
 
  Application Statistics 
    Data Export 
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BRKDCT-2023 

How can we achieve these goals? 
Key: Policy-based Container Networking 

 
Declarative Tags (simpler) 

Manage Groups instead of single objects (faster) 
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Cisco Enables Running Containerized Apps in 
Production Mode in a Shared Infrastructure  

Application 
Intent 

Compute Storage Compute 

Operational 
Intent 

Contiv Is an Open Source Solution to Define and  
Enforce Distributed Policies Across Infrastructure 

NETWORK 
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Application Intent with Operation Intent 

PLACEHOLDER 

version: '2'  
services:  
web:  
     build: .  
     label:  
            - tier: web 
      volumes:  

 - .:/code  
      networks:  

-  front-tier  
-  back-tier   

db: 
    image: mysql 

App Intent 
PLACEHOLDER 

web: 
   environment: prod 
   networks: 
      security: - 
         allow ports: 5000, 443 
      bandwidth: 5gbps 
      lb selector:  
                - tier: web 
 db: 
  networks: 
    security: 
     allow ports: 3306 from web 
  volumes: 
        pool:  SSD 
        IOPS:  10000 
 

Ops Intent (e.g. Contiv Intent*) 

Operation Intent Provides Operational Requirements and Policies for Applications 

* Shown in yaml for better visualization  
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Contiv Architecture 
Operational Policy Management 

  Developer Operations 

Application 
Scheduler 

Node 1 Node 2 Node-n 
Contiv Distributed Policy Layer  

... 

Contiv Elements 

Contiv UI to manage/ 
monitor policies/usage 

Distributed policy enforcement for 
compute, network, and storage 

Integration with physical 
infrastructure 

Integrated with popular 
container schedulers 

Contiv Automatically Integrates and Enforces Developer and Operations Policies 
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Contiv Openshift – Integration Points 

Node 1 Node-n Node 2 

Contiv Distributed Policy Layer  

  Developer 

Contiv Ux to Manage/Monitor 
Policies/Usage 

Contiv Policy Distribution using 
state store 

Policy Enforcement for compute, 
network and Storage 

Integration with Physical 
Infrastructure (Nexus/ACI/UCS) 

Contiv Elements 
Operations 
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Contiv Openshift Integration 
Master 

API/Authentication 

Scheduler 

Data Store 

Replication 

Policy Management 

Nodes 

RHEL 

Pods 

Kubelet/KubeProxy 

RHEL 

Container Runtime 

Policy Enforcement 

RHEL RHEL 

RHEL RHEL 

Physical Infrastructure 

Openshift Cluster 



© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Public 

Security Policy - Steps 

PodSpec	
		front:	
						image:	front	
						net:	default	
						policy-group:	front	

Devops Admin 

Front	
Group	

Back	
Group	

Con;v	Master	

Examine	OpenshiC	
Ux	and	confirm	
labels,	policy	
enforcement	

Define	Policies	1 

3 

Deploy	an	Applica;on	
BluePrint	 2 

Examine	Con;v	
Ux	to	verify	that	
policies	are	in	

place	
3 
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Production-Grade Network and Security Policies 

Multi-Tenant, Multi-Host 
Network Connectivity 

Network Security  
and Isolation  

(White/Black List Rules) 

Traffic Prioritization and 
Bandwidth Allocation 

Network Monitoring  
(Live Connectivity  
Graphs and Stats) 

Integration with  
External Network  

(Cloud | Nexus | Cisco ACI) 

Microservices  
Load Balancing 

Integrated IPAM,  
Service Discovery 

Performance and Scale 

Available at https://github.com/contiv/netplugin 
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Contiv Integration with Cisco Products 

Application-Centric Infrastructure (ACI) 
•  Containers integrated with APIC policies 
•  Physical services integration 

Nexus Standalone or Any Network 
•  BGP interop (standard routing protocol) 
•  EVPN-based multi-tenancy and automation 

Unified Compute Systems: B and C Series 
•  Leveraging vNICs for control, data, management, and storage traffic 
•  NIC Offload function (future) 

Contiv Leverages Underlying Infrastructure Capabilities for Applications 
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Cisco ACI + Contiv 
 Container 

Management 
     Docker 

     Q1CY16 

 
  Kubernetes 
 
   Mesos 

Unified Policy Automation and Enforcement Across Physical, Virtual, and Containers 

•    Open source Project Contiv can be used to 
 integrate Docker containers with ACI 

Project Contiv 
 
•    Open source project for defining operational 

 policies for container deployment 
•    Includes Docker networking plugin and APIC 

 API integration 
 
 
 
 
Solution Highlights 
 
•    ACI policies can be extended across physical, 

 virtual machines, and Docker containers 

 Contiv Master 
 
Contiv APIC Plugin 

OVS 
HYPERVISOR HYPERVISOR HYPERVISOR 

 Contiv Plugin 

Docker Host 
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Project demo1 
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Project demo1 
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Project demo1 
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Project demo1 
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ext 

Project demo1 
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Conclusion 

42 
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Contiv Value Proposition 
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Contiv 1.0 
What’s New: 

LDAP+ 
RBAC 

All New User  
Experience  

and Workflow 

Kubernetes  
Support  

Docker Swarm  
Support  

OpenShift 
Integration 

Simple Install 

Commercially  
Supported Contiv 

Cisco Advanced 
Services Installation 

Cisco Solutions 
Support 
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Go and test it (easy!): http://contiv.github.io 

 
Join Contiv Slack - contiv.herokuapp.com 
 
Devnet Sandbox on Contiv and Kubernetes – http://cs.co/contiv 
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Come to see us on Cisco booth 

Modules officiels Ansible 
pour infra. & réseau 

SDN pour Openshift (Contiv) 

AppDynamics 

NFV (FD.io / VPP) 

Openstack : SDN / Pod 

UCS 3260 & CEPH 

SAP HANA on RHEL 

SDN pour RHEVM 
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